Interfree.it Botnet Statistics - 16/02/2009 to 31/06/2010

Eric Romang - http://eromang.zataz.com

Interfree.it Botnet Stats Interfree.it Tier RFls Countries
Total Unique Tier RFls 12 Country Total Tier Total Average Total Average Events per Events per Source IPs Average
RFls Events Events Source IPs Source IPs Tier RFI Source IP per Tier RFl Lifetime
Total Events 2807 IT 1 2200 2200 134 134 2200 16 134 500
Average Tier RFI Events 233,92 ME 1 1 1 1 1 1 1 1 0
Median Tier RFI Events 53 RU 3 111 37 10 3 37 11 3 108
Min Tier RFI Events 1 RO 1 80 80 6 6 80 13 6 23
Max Tier RFI Events 2200 KR 1 96 96 7 7 96 14 7 48
us 3 312 104 9 3 104 35 3 45
Total Source IPs 169 CA 1 4 4 1 1 4 4 1 0
Average Tier RFI Source IPs 14,08
Median Tier RFI Source IPs 2
Min Tier RFI Source IPs 1
Max Tier RFI Source IPs 134
Average Tier RFI Lifetime 85,92
Median Tier RFI Lifetime 12,5
Min Tier RFI Lifetime 0
Max Tier RFI Lifetime 500
Interfree.it Time Frame

Month 02/09 03/09 04/09 05/09 06/09 07/09 08/09 09/09 10/09 11/09 12/09 01/10 02/10 03/10 04/10 05/10 06/10

Total Distinct Tier RFIs | 4 3 3 4 8 3 3 2 1 7 7 7 10 8 6 6

Total Events 154 71 67 8 14 44 26 245 50 13 89 66 235 278 394 877 221

Total Source IPs 26 4 8 4 1 5 5 22 3 3 8 3 12 21 6 44 22

Events per Tier RFI 154 17,75 22,33 2,667 3,5 55 8,667 81,67 25 13 12,71 9,429 33,57 27,8 49,25 146,2 36,83

Events per Source IP 5,923 17,75 8,375 2 14 88 52 11,14 16,67 4,333 11,13 22 19,58 13,24 65,67 19,93 10,05
Source IPs per Tier RFI 26 1 2667 1,333 0,25 0,625 1,667 7,333 1,5 3 1,143 0,429 1,714 21 0,75 7,333 3,667
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Interfree.it Botnet All Tier RFls

Tier RFI ID RFI IP RFI Country Events Source IPs First seen Last seen Lifetime (day’s)
4 213.158.72.68 IT 2200 134 15/02/09 30/06/10 500
1222 213.149.105.8 ME 1 1 12/05/09 12/05/09 0
1331 89.111.176.22 RU 17 1 22/05/09 18/06/09 27
1907 77.222.40.169 RU 62 7 17/02/09 10/12/09 296
2498 77.222.40.157 RU 32 2 23/09/09 24/09/09 1
2786 217.73.168.38 RO 80 6 13/11/09 06/12/09 23
3065 203.34.37.16 MN 3 1 28/12/09 28/12/09 0
3346 216.119.103.12 us 186 5 07/12/09 20/04/10 134
3381 209.59.163.57 us 82 2 06/02/10 08/02/10 2
3498 221.141.3.43 KR 96 7 18/02/10 07/04/10 48
4787 64.128.80.17 us 44 2 02/05/10 02/05/10 0
5405 174.142.75.205 CA 4 1 30/06/10 30/06/10 0



