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TOP 10 FileAve.com Tier RFls Countries

Country Total Tier Total Average Total Average Events per Events per Source IPs Average
RFls Events Events Source IPs Source IPs Tier RFI Source IP per Tier RFl Lifetime
FileAve.com Botnet Stats KR 43 4.268 99 309 7 99 14 7 105
Total Unique Tier RFls 95 us 32 46.720 1.460 837 26 1.460 56 26 78
RU 9 763 85 53 6 85 14 6 40
DE 7 318 45 19 3 45 17 3 9
Total Events 55070 FR 2 23 12 5 3 12 5 3 184
e R TS T T S .
Min Tier RFI Events 1 UK 2 41 21 2 ! 21 21 ! 0
. Cco 1 1.067 1.067 11 11 1.067 97 11 65
Max Tier RFI Events 45467 CA 5 008 46 17 3 46 13 3 1
Total Source IPs 1420 BA 2 84 42 16 8 42 > 8 !
Average Tier RFI Source IPs 9,79 ES ! 310 310 17 17 310 18 17 31
Median Tier RFI Source IPs ’3 BO ! " 1 2 2 " 6 2 4
Min Tier RFI Source IPs 1 cz ! 38 38 4 4 38 10 4 14
Max Tier RFI Source IPs 754 JP ! 26 26 8 8 26 9 8 i
MN 1 12 12 2 2 12 6 2 0
- o NL 6 154 26 14 2 26 11 2 11
:n‘;eo: :aieT-:-;errRTI: ILli-flz,:itrlrl;nee 64;51 ! TH 2 247 124 21 11 124 12 11 127
Min Tier RFI Lifetime 0 ™w 3 134 45 14 > 45 10 > e6
Max Tier RFI Lifetime 970 UA ! 2 2 ! ! 2 2 ! 0
VE 1 18 18 1 1 18 18 1 1
DK 1 44 44 5 5 44 9 5 19
CN 2 219 110 17 9 110 13 9 164
TR 0 0 0
FileAve.com Time Frame
Month 02/09 03/09 04/09 05/09 06/09 07/09 08/09 09/09 10/09 11/09 12/09 01/10 02/10 03/10 04/10 05/10 06/10 07/10 08/10 09/10 10/10 11/10 12/10 01/11 02/11 03/11 04/11 05/11 06/11 07/11 08/11 09/11 10/11
Total Distinct Tier RFIs 4 8 4 2 8 4 8 8 6 10 13 12 14 18 20 19 19 16 14 18 11 9 4 8 8 10 5 2 4 1 2 3 2
Total Events 50 352 96 353 182 396 275 706 404 766 431 660 679 2058 1221 883 1046 7720 25074 6443 898 1446 319 344 406 1033 134 82 115 76 89 238 42
Total Source IPs 12 35 12 20 22 17 33 74 50 66 41 45 31 56 52 58 85 130 190 98 53 52 40 39 28 76 21 8 9 5 12 8 4
Events per Tier RFI 12,5 44 24 176,5 22,75 99 34,38 88,25 67,33 76,6 33,15 55 48,5 114,3 61,05 46,47 55,05 482,5 1791 357,9 81,64 160,7 79,75 43 50,75 103,3 26,8 41 28,75 76 445 79,33 21

Events per Source IP 4,167 10,06 8 17,65 8,273 23,29 8,333 9,541 8,08 11,61 10,51 14,67 21,9 36,75 23,48 15,22 12,31 59,38 132 65,74 16,94 27,81 7,975 8,821 14,5 13,59 6,381 10,25 12,78 152 7,417 29,75 10,5
Source IPs per TierRFI 3 4375 3 10 2,75 4,25 4,125 9,25 8,333 6,6 3,154 3,75 2,214 3,111 2,6 3,053 4,474 8,125 13,57 5,444 4,818 5,778 10 4,875 35 7,6 4,2 4 2,25 5 6 2667 2
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FileAve.com Botnet Total & Average Events
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FileAve.com Botnet All Tier RFls

Tier RFI ID RFI IP RFI Events Source IPs First seen Last seen Lifetime (day’s)
23 64.62.181.43 us 45467 754 16/02/09 14/10/11 970
374 174.133.70.138 us 48 5 23/02/09 03/05/10 434
332 222.233.52.219 KR 202 11 25/02/09 10/06/10 470
354 219.85.63.226 TW 77 8 28/02/09 12/03/09 12
433 128.121.21.48 us 66 4 02/03/09 03/06/11 823
3883 81.12.31.86 IR 17 3 05/03/09 05/03/09 0
467 203.222.9.30 TW 3 2 07/03/09 07/03/09 0
544 218.38.18.203 KR 10 4 13/03/09 21/03/09 8
3926 94.236.23.242 UK 5 1 02/04/09 02/04/09 0
928 77.221.130.4 RU 2 1 15/04/09 15/04/09 0
3957 211.172.225.50 KR 1 1 30/04/09 30/04/09 0
1481 121.101.214.54 CN 193 13 05/06/09 07/04/10 306
4007 77.234.200.238 RU 3 1 08/06/09 09/06/09 1
1543 124.217.216.86 KR 45 3 12/06/09 23/02/10 256
1554 62.67.244.115 DE 2 1 13/06/09 13/06/09 0
1609 62.193.227.12 FR 21 4 18/06/09 20/06/10 367
4034 220.79.47.122 KR 2 1 25/06/09 25/06/09 0
1772 200.105.207.244 BO 11 2 05/07/09 09/07/09 4
4057 151.8.79.19 IT 6 1 27/07/09 27/07/09 0
2142 61.100.181.218 KR 97 11 13/08/09 22/05/10 282
2182 210.127.253.168 KR 13 3 18/08/09 17/01/10 152
2210 85.130.111.126 BG 11 3 20/08/09 28/08/09 8
2220 61.47.7.71 TH 189 15 21/08/09 08/02/10 171
2229 65.60.10.242 us 2 1 22/08/09 22/08/09 0
2265 209.200.237.152 us 11 3 26/08/09 29/09/09 34
2330 88.198.253.216 DE 4 1 02/09/09 02/09/09 0
2341 203.236.100.30 KR 16 5 03/09/09 18/02/10 168
2385 210.110.97.12 KR 7 2 09/09/09 20/09/09 11
2497 62.75.202.55 DE 3 1 23/09/09 23/09/09 0
2559 80.65.166.74 BA 42 8 02/10/09 03/10/09 1
1596 80.65.166.74 BA 42 8 02/10/09 03/10/09 1
2652 211.47.71.89 KR 83 7 18/10/09 14/05/10 208
2706 211.206.120.196 KR 906 79 30/10/09 16/03/11 502
2750 84.22.133.229 RU 26 2 08/11/09 09/11/09 1
2756 81.24.35.80 DE 9 2 09/11/09 09/11/09 0
2770 89.185.231.103 Ccz 38 4 11/11/09 25/11/09 14
2771 82.98.136.21 ES 310 17 11/11/09 12/12/09 31
2800 91.184.2.75 NL 4 1 17/11/09 05/12/09 18
2827 67.222.8.213 us 3 1 25/11/09 25/11/09 0
2852 119.235.18.102 ID 13 3 29/11/09 01/12/09 2
2872 150.186.34.213 VE 18 1 04/12/09 05/12/09 1
2881 72.55.143.249 CA 25 5 06/12/09 01/03/10 85
2965 119.202.76.160 KR 53 5 16/12/09 18/12/09 2
2980 71.18.130.40 us 7 1 18/12/09 18/12/09 0
4155 222.122.141.47 KR 3 1 20/12/09 20/12/09 0
3002 211.232.85.247 KR 212 23 20/12/09 04/04/11 470
3021 211.239.124.204 KR 13 3 22/12/09 01/03/10 69
3020 85.18.127.213 IT 14 3 22/12/09 18/04/10 117
3116 213.186.117.226 UA 2 1 03/01/10 03/01/10 0
4312 118.45.190.166 KR 2 1 08/01/10 08/01/10 0
3224 217.168.150.158 UK 36 1 18/01/10 18/01/10 0
1265 200.93.147.154 CO 1067 11 23/01/10 29/03/10 65
3286 207.57.93.88 us 4 2 25/01/10 26/01/10 1
3290 121.78.118.94 KR 52 3 25/01/10 10/02/10 16
3337 123.143.29.250 KR 25 3 01/02/10 13/03/10 40
3385 202.131.226.52 MN 12 2 07/02/10 07/02/10 0
3434 119.68.194.119 KR 169 6 12/02/10 31/05/10 108
3492 114.108.129.142 KR 6 1 17/02/10 17/02/10 0
3515 66.71.188.9 us 16 2 20/02/10 24/02/10 4
3549 218.38.243.44 KR 21 4 24/02/10 15/08/10 172
3562 85.119.152.183 DE 7 1 25/02/10 27/02/10 2
3651 87.242.73.205 RU 13 2 08/03/10 23/04/10 46
3687 61.151.239.75 CN 26 4 11/03/10 02/04/10 22
3761 125.248.150.84 KR 76 7 18/03/10 20/05/10 63
4229 114.200.199.236 KR 6 1 19/03/10 19/03/10 0
3805 118.129.166.213 KR 46 5 22/03/10 02/04/10 11
1658 85.236.48.245 DE 288 10 27/03/10 26/05/10 60
4363 66.96.235.232 us 114 3 28/03/10 02/04/10 5
4446 110.45.143.138 KR 169 5 03/04/10 05/03/11 336
4453 203.251.225.101 KR 41 1 04/04/10 05/04/10 1
4459 116.122.36.61 KR 28 1 04/04/10 04/04/10 0
4480 208.77.97.232 us 3 1 06/04/10 06/04/10 0
4485 202.69.230.122 JP 26 3 07/04/10 18/04/10 11
4507 218.38.28.134 KR 50 2 08/04/10 29/04/10 21
4672 210.205.6.205 KR 570 31 23/04/10 24/06/10 62
4699 88.165.81.34 FR 2 1 25/04/10 26/04/10 1
4711 124.49.100.254 KR 4 3 26/04/10 13/07/10 78
4722 69.175.12.234 us 26 1 27/04/10 27/04/10 0
4718 83.222.104.130 RU 17 2 27/04/10 28/04/10 1
4873 72.55.146.84 CA 5 1 11/05/10 11/05/10 0
4891 85.235.154.15 IT 18 3 13/05/10 01/06/10 19
4918 206.210.68.43 us 131 6 18/05/10 02/07/10 45
4920 75.136.121.230 us 27 2 18/05/10 02/05/10 10
4940 69.175.26.98 us 2 1 20/05/10 20/05/10 0
4961 77.221.130.2 RU 67 3 23/05/10 01/03/11 282
4996 218.149.84.14 KR 11 3 27/05/10 30/05/10 3
5034 74.81.84.8 us 7 2 30/05/10 10/06/10 11
5068 89.44.47.20 RO 18 2 02/06/10 04/06/10 2
5137 69.73.147.76 us 30 1 07/06/10 07/06/10 0
5197 195.9.14.88 RU 4 2 11/06/10 14/06/10 3
5205 72.47.211.173 us 20 1 11/06/10 11/06/10 0
5304 203.252.71.232 KR 1081 38 20/06/10 27/09/10 99
5335 216.246.98.62 us 6 2 23/06/10 27/07/10 34
5356 195.178.14.15 DK 44 5 25/06/10 14/07/10 19
5365 211.43.202.66 KR 2 1 26/06/10 26/06/10 0
5467 202.29.86.7 TH 58 6 06/07/10 26/09/10 82
3288 211.236.43.200 KR 23 4 08/07/10 02/06/10 164
5520 76.74.254.196 us 19 4 10/07/10 10/07/10 0
5521 174.121.176.85 us 7 3 10/07/10 10/07/10 0
5570 125.141.91.138 KR 2 1 13/07/10 13/07/10 0
5653 70.86.235.162 us 48 2 21/07/10 02/08/10 12
5694 174.120.181.101 us 8 1 28/07/10 28/07/10 0
5733 62.149.233.199 IT 1 1 31/07/10 31/07/10 0
5753 84.29.57.5 NL 18 2 04/08/10 22/08/10 18
5844 65.39.118.11 us 13 2 17/08/10 18/08/10 1
5905 75.71.241.26 us 336 11 26/08/10 07/10/10 42
5389 218.38.34.19 KR 24 4 26/08/10 02/06/11 280
5910 218.38.34.19 KR 24 4 26/08/10 02/06/11 280
5918 61.221.117.244 TW 54 4 28/08/10 02/03/11 186
5923 195.5.163.203 NL 78 3 28/08/10 12/09/10 15
5938 91.103.220.165 GB 6 1 30/08/10 30/08/10 0
5944 195.5.163.206 NL 8 2 30/08/10 30/08/10 0
6001 94.103.157.130 NL 29 5 07/09/10 07/09/10 0
6007 203.94.243.59 IN 11 2 08/09/10 13/09/10 5
6023 87.229.45.28 HU 12 3 11/09/10 10/10/10 29
6068 72.29.68.168 us 74 6 17/09/10 26/09/10 9
6071 87.193.48.235 DE 5 3 17/09/10 20/09/10 3
6080 217.67.250.34 NL 17 1 19/09/10 04/10/10 15
6084 187.109.161.14 BR 63 9 19/09/10 18/01/11 121
6127 64.235.56.224 us 41 4 25/09/10 03/10/10 8
6144 74.50.85.229 us 2 1 28/09/10 28/09/10 0
6146 74.55.95.42 us 14 1 29/09/10 29/09/10 0
6159 110.45.144.57 KR 38 3 01/10/10 06/10/10 5
6212 222.239.223.129 KR 76 7 07/10/10 30/11/10 54
6230 184.107.48.144 CA 13 3 12/10/10 18/10/10 6
6340 79.175.160.108 IR 3 1 04/11/10 04/11/10 0
6371 72.55.165.45 CA 50 6 07/11/10 18/11/10 11
6377 209.172.57.205 CA 135 2 08/11/10 10/11/10 2
6424 218.146.252.33 KR 12 3 18/11/10 20/01/11 63
6449 218.146.255.26 KR 7 1 21/11/10 21/11/10 0
6555 208.64.68.228 us 2 1 13/12/10 13/12/10 0
6685 217.12.114.51 MD 6 2 02/01/11  02/01/11 0
6687 77.91.60.90 PL 3 1 02/01/11  02/01/11 0
6745 87.229.24.252 HU 13 3 11/01/11  15/02/11 35
6909 79.171.34.31 GB 54 4 09/02/11  12/03/11 31
6926 74.39.191.201 us 2 1 14/02/11 14/02/11 0
6982 89.238.174.68 GB 7 1 24/02/11 24/02/11 0
7031 121.78.246.34 KR 36 5 03/03/11  17/04/11 45
7037 77.221.130.29 RU 593 38 05/03/11  30/03/11 25
7080 200.195.158.36 BR 1 1 15/03/11  15/03/11 0
7220 122.201.66.20 AU 60 2 19/04/11  11/06/11 53
7233 112.216.153.186 KR 4 2 21/04/11  21/04/11 0
7373 77.221.130.24 RU 38 2 30/05/11  31/05/11 1
7607 205.134.232.99 us 164 7 13/08/11 04/10/11 52
7700 178.131.1.247 IR 6 1 23/09/11  23/09/11 0



